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Administration

ArcSight Management Center

User Management

Dashboard / Monitering summary Last Refresh performed on Aug 13th 2017 at 7:34:32 O Refresh a ADP License Server

Total Number of Nodes

5009 Devices g 3 ArcMC/CHA 8{ 6 Connectors %: 6 Collectors é: 2 Loggers 3 Modes (1 Event Broker) c£

ArcMC/CHA Connectors Collectors Loggers
Warning Warning Warning
M Fatal Count{1} Warning Count{1) Warning Count{1) Warning Count{1}
ArcMC Down 4 1 08_10 2017 _Full GC 1 08_10_2017_Full GC 1 08_10_2017 _Receiver Down 1
M Healthy Count{2} M Healthy Count{S} M Healthy Count{5) M Healthy Count{1}
Hezlthy Modes r 2 Hezlthy Modes r = Hezlthy Modes r 5 Healthy Modes r 1
Devices by Device Product
Device Product Total Devices Inactive Devices
M Fortigate 49909 5900
M ricrosoft Windows 1 1
M Unknown 1 o
M connector Appliance 1 1
[ | System or Application Event 1 1
M arcsight & 1
Total 5009 5003
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ArcSight ESM Command Center - Visualizations

Arcsight Command Center Cashboards Ewenfs Reporfs Cazes Applications Adminisfration Site Map

Dashboards
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HH EPSQut: O CPU:3%

ArcSight Logger Summary  Analyze Dashboards Reports Configuration ARG I Take me fo.. (Ali+o)

admin

wm B x 45 v AlFelds v| | Custom timerange |~ Start S$Mow - 1h [ Dynamic End  $MNow [] Dynamic

dgchung AMD sourceHostName COMTAINS Yfinance_DB1" w Gal Advanced

| |
Active Searches

192 events (Scanned: 377,407 events, 00:00.821) # 1 bar = 1 minute .1
15
10
i [] H B H B
0
20:58:12 21:06:12 21:14:12 21:22:12 21:30:12 21:38:12 21:46:12 21:54:1;
P s Logger deviceVendor deviceProduct deviceVersion i name agentAddress agentHostName agentType agentZon:
Selected Fields (&) ent Device [UDP Receiver] Local ORACLE Oracle TI942 DELETE 172.16.20.189 cgro?E65-F12287 oracle_db J&ll Zon ™
M devicebventClassid & ent Device [UDP Receiver] Local ORACLE Oracle 1050 SYSTEM NOAUDIT 172.16.20.189 cgro2E65-f12287 oracle_db JAll Zon
W deviceProduct 1 ent Device [UDP Receiver]  Local ORACLE Oracle 108I0 SYSTEM GRANT 172.16.20.189 cgro?E65-F12287 oracle_db JAll Zon
B deviceVendor 1
B name o ent Device [UDP Receiver] Local ORACLE Oracle 114[0 GRANT ROLE 172.16.20.189 cgro2E65-f12287 oracle_db JAll Zon
[+]
ent Device [UDP Receiver] Local ORACLE Oracle 5110 CREATE USER 172.16.20.189 cgro?E65-F12287 oracle_db JAll Zon
ent Device [UDP Receiver] Local ORACLE Oracle 1000 LOGOM 172.16.20.189 cgro2E65-f12287 oracle_db JAll Zon
ent Device [UDP Receiver] Local ORACLE Oracle F1942 DELETE 172.16.20.189 coro2EB65-f12287 oracle_db JAll Zon
ent Device [UDP Receiver] Local ORACLE Oracle 1050 SYSTEM NOAUDIT 172.16.20.189 cgro2E6 512287 oracle_db JAIl Zon
ent Device [UDP Receiver] Local ORACLE Oracle 1080 SYSTEM GRANT 172.16.20.189 coro2EB65-f12287 oracle_db JAll Zon
W
< >

Show RAW | | [] Enable Multi-select of field values. Displaying 1 - 250f 192 | Ewvents per page 25 ¥ | Page 1 of 3 M
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<X INVESTIGATE Host/IP Profiler

Refresh Add Text Box Export to PDF About

€2 DASHBOARD

. Hostname = 111121 * Last 24 hours = PROFILE
Q, SEARCH

G INSIGHTS Top 5 outgoing ports from the host (1.1.112.1) Q Top 5 Incoming ports to the host (1.1.112.1) C)\
Information about the number of ports displayed VS total ports Information about the number of ports displayed V5 total ports
DNS Analytics
Qutliers Port 80 a
Outliers event count18 Port 80 event count 18
T |
IP Profiler
Port 240 16 Port 240
| 16
|
2 CONFIGURATION
— 1 o 10
&« ADMIN |
Port 440 8 Port 440 5
— ]
E—— > lig il 3
I

57 Event Count 60 Distinct Ports 15 Bytes Out 157 Event Count 60 Distinct Ports 89 Bytes In

Top 10 Communication Paths from the host ( arst.soft.lab.le) E Top Communication Paths to the host ( arst.softf.lab.le) E
event count 20 20 =vent count
68.180.194.242 68.180.194.242
17 68.180.191.240 68.180.191.240
S 69.147.112.168 69147112169
13 13
60.147.110.169 60.147.110.169
12 12
87.248.122.142 /7.248.122.142
m 11.240.121.142 11.240.121.142 m
10 0811 414 06131 414 10 arst.soft.lab.le
5 200.130.40.40 200.130.40.40 5
F
216.39.58.18 216.39.58.18 4
216.39.58.18 216.39.58.18 2

é‘ John Smith

All product views are illustrations and might not represent actual product screens



CONTENT

Unified | Actionable | Insight

I
WEB CONSOLE
Accessible Monitoring & Platform Management

ARCSIGHT LOGGER

Compliance | Search |Retention

UEBA

User Entity Behavior Analytics

ARCSIGHT ENTERPRISE SECURITY MANAGER j§ ARCSIGHT INVESTIGATE

24x7 Real-time Monitoring & Correlation Hunt | Investigation

SECURITY OPEN DATA PLATFORM

MANAGEMENT CENTER TRANSFORMATION HUB

Suite Management & Administration Information delivery

SMART/FLEX CONNECTORS

Data Collection, Enrichment, and Normalization

App Servers &

Workloads Network

Endpoints Physical

@‘@‘55‘%“@‘@‘&



.

Lah,
P e
L R

-
L%




Intelligent




Detection layers

Unknow

o
v

Business process

Expect the unexpected
Looking at the abnormal activity to
identify the risk we can't expect

Unique detections rules build
for protect internal business process

Know risk

More then 100 rules for detect cyber
= attacks based on know vulnerabilities




MITRE ATT&CK — Blueprint for Attack Tactic & Techniques

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Exfiltration Command and Control
Hardware Additions Scheduled Task Binary Padding Credentials in Registry |  Browser Bookmark | Exploitation of Remote | Data from Information Exfiltration Over Remote Access Tools
Trusted Relationship LSASS Driver Extra Window Memory Injection Exploitation for Discovery Services Repositories Physical Medium Port Knocking

Supply Chain Access Token Manipulation Credential Access Network Share Distributed Component Video Capture Exfiltration Over | Multi-hopProxy

Compromise Bypass User Account Control Forced Authentication Discovery j o Cap Commandand |  Domain Fronting

Spearphishing > Process Injection Hooking Peripheral Device | RemoteFile Copy )| Automated Collection ntrol Channel Data Encoding

Attachment Image File Execution Options lmedion Password Filter DLL Discovery A Clipboard Data ) nerypted Remote File Copy
Exploit Public-Facing Plist Modification LLMNR/NBT-NS File and Directory Replication Thkough Email Collection | AutomatedExfiliation |  Multi-Stage Channels
Application Valid Accounts Poisoning Discovery Removable NEtia Screen Capture < Exfiltration Over Other > Web Service
Replication Through DLL Search Orde Permission Groghs | Windows AdminBhares Data Staged N, Network Medium
Removable Media Client Execuhon Signed Script Kiyfha_iﬁ_ < _Elit?)@l‘}' Pass the Hih Input Capture W
Spearphishing via CMSTP ' Input Prompt 0Cess Olscovl'v Thurd -party So‘ware Data from Network Alternative Protocol
Service Dynamic Data Exchange Bash History ystem Netwo Shared Web'oot Shared Drive Data Transfer
Spearphishing Link Mshta Launch Daemon Port Knocking Twio-Factor Connections Discove Data from Local System Size Limits !
Drive-by Compromise AppleScript Dylib Hijacking Indirect Command Authentication Syste ser Man in the Browser Data Compressed tandard Application
Valid Accounts  Source Application Shimming Execution Interception ~ Discovery Data from Removable | Scheduled Transfer | “\Jayer Protocol "
‘Space after Filename Applnit DLLs BITS Jobs ReMcation Through | System Network. Media Commonly Used Port
Execution through Web Shell Control Panel Items vable Media | Configuration Discovery | Deploymefit Software Standard Cryptographic
Moduleload | _Service Registry Permissions Weskness CMSTP inggCapture | Application Window .S%?ies*ing, L. S
Regsves/Regasm New Service Process Doppelganging | i Discovery pleScript Custom Cryptographic
InstallUtil File System Permissions Weakness Mshta ( Credential Dumping ) assword Policy TaI Shared Content Protocol
Regsvr32 Path Interception Hidden Files T TereroaSg. Nvew Remote Desktop Data Obfuscation
Execution through API Accessibility Features and Directories Securityd Memory System Mme Discovery Protocol Custom Command
PowerShell Port Monitors Space after Filename Brute Force Account Dtscm Remote Services and Control Protocol
Rundl132 Kernel Modules Sudo Caching Account Manipulation | _SystemTmOTMaton icati
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How we get
there
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Align deployment
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MITRE ATT&CK Packages

- Available as part of Default Content in ESM 7.2

- Will also be made available as a separate
downloadable package @ Marketplace — targeted for

D October 2019
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Dashboards

MITRE ATT&CK Overview

Last MITRE ATT&CK Events
MITRE ID

T1048

T1089

T1498

T1210

Ti210

T1210

Incident Time

2019 September 9, Monday 00:13....

2019 September 9, Monday 00:12:...

2019 September 9, Monday 00:1

2019 September 9, Monday 00:10:...
2019 September 9, Monday 00:09....
2019 September 9, Monday 00:09:...

Data time range: 09/08 22:06:44 - 09/09 00:46:33 Data \asT‘ref'E;'\ed:Oi‘,’D'} 00:44:33

MITRE by Tactic

4
Data last refreshed: 09/09 00:46:33

MITRE by ID

Data last refreshed: 09/09 00:46:33

Name

Egress DNS Communications Passe...

Audit Cleared Log

DoS Activity Detected by IDS
Exploit Attempt Detected by IDS
Exploit Attempt Detected by IDS

Exploit Attempt Detected by IDS

Agent Severity
Medium

High

Medium
Very-High
Very-High
Very-High

Attacker Address

10.0.112.110

10.0.112.251
10.0.112115
10.0.112.115
10.0.112 115

Target Address Target Host Name
1.9.165.83
10.0.112.110 financel
10.0112.119
10.0112.6
10.0.113.84
100112101
W Latera...
W Impact
W Exfil...
1 95 Creden...
W Defens...
W Persis...
Initia...

mT1210
W T1498
W T1048

T1110
W T1089
mT133

MITRE ID

Target Zone Name
1.0.0.0-1.255.255.255 (APNIC)
RFC1918:10.0.0.0-10.255.255.255

RFC1918:10.0.0.0-10.255.255.255
RFC1918:10.0.0.0-10.255.255.255
RFC1918:10.0.0.0-10.255.255.255
RFC1918:10.0.0.0-10.255.255.255

Target User Name

HulZOul*



MITRE ATT&CK Overview Dashboard

<I Command Center

Dashboards W Events W Reports W Cases V' Administration ™

Dashboards

: MITRE ATT&CK Overview ™

Last MITRE ATT&CK Events

MITRE ID

Incident Time Name Agent Severity Attacker Address Target Address Target Host Name Target Zone Name
T1048 2019 September 9, Monday 00:13:... Egress DNS Communications Passe.. Meadium 10.0.112.110 1.9.165.83 1.0.0.0-1.255.255.255 (APNIC)Y
T1089 2019 September 9, Monday 00:12:... Audit Cleared Log High 10.0.112.110 financel RFC1918:10.0.0.0-10.255.255.255
T1498 2019 September 9, Monday 00:12:.. DoS Activity Detected by IDS Medium 10.0.112.251 10.0.112.119 RFC1918:10.0.0.0-10.255.255.255
T1210 2019 September 9, Monday 00:10:... Exploit Attempt Detected by IDS Very-High 10.0.112.115 10.0.112.6 RFC1918:10.0.0.0-10.255.255.255
T1210 2019 September 9, Monday 00:09:... Exploit Attempt Detected by IDS Very-High 10.0.112.115 10.0.113.84 RFC1918:10.0.0.0-10.255.255.255
T1210 2019 September 9, Monday 00:09:... Exploit Attempt Detected by IDS Very-High 10.0.112.115 10.0.112.101 RFC1918:10.0.0.0-10.255.255.255
Data time range: 09/08 22:06:44 - 09/0% 00:46:33 Data last }efreshed:OQ/OQ 00:46:33
| miree by Tacic | : : hb d\
L MITRE ATT&CK Matrix Overview Dashboar ‘
MITRE ATT&CK-tagged correlated alerts/events o
and specific dashboards per MITRE Tactic and 195 mea
H H |
MITRE Technique ID are provided OOTB and as a e
Initia...
downloadable MITRE ATT&CK Content Pack. e

4
Data last refreshed: 09/09 00:46:33

I MITRE by ID I

mT1210
T1498
W T1048
T1110
| T1089
W T1133

191




MITRE ATT&CK Framework — Content Pack

D f: ArcSight Foundation
#-077 Arcsight Express
|_j A Configuration Monitoring
@h:i Intrusion Monitoring
B- Lr':? MITRE ATT&CK
- [#] Track Rules with Mitre ID
D [ 01 Initial Access
D f:L 02 Execution
ﬂ 47 T1035 - Service Execution
-0 T1053 - Scheduled Task
@077 T1059 - Command-Line Interface
@177 T1064 - Scripting
-0 T1086 - PowerShell
@7 T1168 - Local _'I-:-I:- Sn:heduling
et
5 |#] Detected Format String Attack
(#] Exploit Attempt Detected by IDS
[#] Multiple Exploit Attempts to Same Destination
[#] Suspicious Filehash Activity in Critical Host
| D Suspicious Filehash Activity in Host
@ U:i T1204 - User Execution
-1 03 Persistence
-7 04 Privilege Escalation
-7 05 Defense Evasion
-1 06 Credential Access
&7 07 Discovery
-7 08 Lateral Movement
#7709 Collection
#7710 Command and Control
&3 11 Exfiltration
a0 12 Impact




MITRE ATT&CK Visualizations
ESM 7.2 [targeted for November 2019]



|
MITRE ATT&CK Activity Dashboard

A special visualization, showing a tree-view structure: MITRE ATT&CK tactics in the middle +

techniques as the branches.
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MITRE ATT&CK Activity Dashboard

e —

i R e - .

$ () — MITRE ATT&CK Activity Dashboard Drilldown Steps \

@Q’a& Generated Rule:
S 1) User selects “MITRE Technique” from the main
D) e e Lo dashboard. E.g. “Brute Force”
Day(s) Of The Activty 2) Allreal-time correlation *rules* related to that alert
L "o, 010 st 2 are shown on the right, along with more MITRE-related
Ey ) 2019 September 26 information.
3 9 3) When clicked on a specific ‘rule’ (e.g. “Brute Force OS
and Application Attempts”), a special channel opens up
Q@.. with *ONLY* those events related to that rule.
{Z‘-"’&% Technique 1Dx
e, (T1110 Eruts Force)

Generated Rule:

CBrute Force 105 Detected Attermptsd
|e ¢Brute Foroe O35 and Application
Atternpts)

CSuccessful Brute Force Loqin)
Day(si Of The Activity:

2012 eptember 24

2012 eptember 24

20179 September 24




MITRE ATT&CK Activity Dashboard

<§: Command Center Cashboards W Events W Eeports W Cases W Resources W* Administration W*

Active Channel - MITRE Activity_15462 401539304
= =% MITRE Activity_1569401406931 * % MITRE Activity_1560401539304 * MITRE ATT&CKActivity Dashboard with Drilldown \

Ei 38ve AR Siart Time = 2019 Sepfember 23 Monday 10:52:20UTC+2  End Time = 2019 September 25, Wednesday 1 ) ) " "
1) The special active channel opens up *ONLY* those

[] visualize Events special events related to the rule, associated with the
chosen MITRE Technique: “Brute Force”
2) Allother MITRE ATT&CK artifacts are displayed in the

channel.
Ewvent List
@ Wiewy Defails ﬁ Add to Casa L—Ij Annotate %r Mark As Raviewad [Bb Add fo Active List
End Time « Mama Aftacker Addrass Target Addrass mitral mitradame fatichlamea Priorify
2019 September 24, Tuesday 13:50:29 UTC+2 |Brute Force 05 and Application Atternpts | 10.0.113.27 172.16.1.10 T1110" "Brute Force" ‘Credential Access 5
2019 September 24, Tuesday 13:48:39 UTC+2 |Brute Force 0S5 and Application Atternpfs | 10.0.110.34 10,0.112.200 Ta11o" 'Brute Foroe' ‘Credential Access” &
’ 2019 September 24, Tuesday 13:48:18 UTC+2 |Brufe Force OS and Application Atternpts | 10.0.111.5 10,0.111.4 'Ti11o" 'Brute Force' 'Credential Access” 7
* 2010 September 24, Tuesday 13:48:16 UTC+2 |Brufe Force OS and Application Atternpts | 10.0.111.23 10.0.111.5 T1110° 'Brufe Force' ‘Credential Access” 7




EPSQut: O

{ LOgger Summary  Analyze ~ Dashboards Reports  Configuration +  System Admin
Q, Explorer Home MITRE Attacks Events Overview X Anti-Virus Stopped or Paused Events X = MITRE Attacks Events Overview X

. A o4 « )
4 Report Status MITRE Attacks Events Overview Filters  Edit Mode  *
Schedule Re ports MITRE IDs Source Addressec with Unique MITRE IDs Destination Addresses with Unigue MITRE IDs
Z2 Design >

MITRE ID’s Source Addresses with Unique Destination Addresses with

@ Classic >

MITRE ID’s Unique MITRE ID’s

&+ Administration >

T1i098 1.1.1.1 10.0.188.12
T145% T1110
5.34.168.5 10.4.21.96 £.6.5.6 134.154.3.
T1136 Ti111
4 —&— Count —&— Mitre id —&— Mitre id
T1115 T1112
5.34.168.1 204.102.253.2 2.2.2.2 16.59.62,255
Ti114 T1113

(*) DISCLAIMER:
This MITRE ATT&CK Events Overview report from
ArcSight Logger is targeted for November 20189.

Mitre id Source IP Address Destination IP Address

MITRE Events Top Reported MITRE IDs by IP by User by Time by Host and Time MITRE to IP Address Relations Radar Overview MITRE to Rules Relationship Top Reported Rules



MITRE Attacks Events Overview

|

Top Reported MITRE IDs by IP

Top Reported Rules with MITRE IDs

A Member was Added and Removed
from Privileged Group within
User Account Created and R

Deleted within 24 Hours-T1136

Privileged Account Locked

Brute Force IDS Detected
Qut-T1110

Attempts-T1110

Multiple Failed Login to
Different Accounts from Single
Source-T1110

Brute Force 0S and Application
Attempts-T1110

Consecutive Unsuccessful Logins
to Same Account from different
IPs-T1110

by User by Time by Host and Time MITRE to IP Address Relations

Radar Overview

Filters

A Member was Added and Removed from Privileged Group within 24 Hours-T1098
@ Brute Force IDS Detected Attempts-T1110

Brute Force OS5 and Application Attempts-T1110

Consecutive Unsuccessful Logins to Same Account from different IPs-T1110
Multiple Failed Login to Different Accounts from Single Source-T1110
Privileged Account Locked Out-T1110

@ user Account Created and Deleted within 24 Hours-T1136

MITRE to Rules Relationship

Top Reported Rules




New Out of the Box
MITRE Reports

Micro Focus Co!

{ Logger Summary Analyze ~ Dashboards

Q, Explorer Explorer

-~ Report Status Name
Search Here
Schedule Reports
4 (Root)
22 Design
b Cloud

€ Classic

¥ Default Reports
& Administration b Device Monitoring
4 Foundation

¥ Configuration Monitoring
b Intrusion Monitoring

4 MITRE Monitoring

» MetFlow Manitaring
» Metwork Monitoring
¥ Vulnerabilities

¥ Logger Administration
b OWASP

b SANS Top 5

MITRE Attacks Events - Drill Down by Destination Address
MITRE Attacks Events - Drill Down by Destination User
MITRE Attacks Events - Drill Down by Event Name
MITRE Attacks Events - Drill Down by Hour
MITRE Attacks Events - Drill Down by Source Address
MITRE Attacks Events - Drill Down by Source User

MITRE Attacks Events Overview

Reports  Configuration +  System Admin

Object Type Report Type
Q Report
REPORT AD HOC
REPORT AD HOC
REPORT AD HOC
REPORT AD HOC
REPORT AD HOC
REPORT AD HOC
REPORT AD HOC

x4 x

Report Format

SMART
SMART
SMART
SMART
SMART
SMART

SMART

(*) DISCLAIMER:
This MITRE ATT&CK Events Overview report from
ArcSight Logger is targeted for November 20189.




MISP CRCL: Malware Information Sharing Platform v

CIRCL

= =) MisP

Threat Sharing

MISP

Threat Sharing

01. Threat sharing platform — APl integration
02. Free, Open Source & MITRE ATT&CK Compatible

03. 6,000+ organisations worldwide are using MISP

MISP CIRCL i1s a best-of-breed Public Tl feed.



5 x ESM Active Lists

Always up-to-date through MISP CRCL Model Import Connector.

e Suspicious Email List @ ArcSight ESM

End Time : 13 Sep 2019 12:
Last Update: 13 Sep 2019 12:30:41 UTC e Hash List e o o
Fitero it 1 Suspicious Filehashes @ ArcSight ESM
email indicator Type lastDetect Time description extralnfo adtors reference threatLeyll End Time : 13 Sep 2019 12:41:28 UTC
JOSTEIN.SOLHEIM@LOFOTK... suspicous 3/215:53:50  Unknown Malspam Run (2019-03-20) Mastercard Authorization Payload delivery  Low Last Update: 13 Sep 2019 12:41:28 UTC
NENIA.CANOY@PHARMAPLU... suspicious Unknown Malspam Run (2019-03-20) Mastercard Authorization Payload delivery  Low Filter No Filter
SERVICE@EFAX.DELIVERY trickbot TrickBot Malspam Run (2019-03-19) You have a new eFax message! sending address Payload delivery  Low hashValue indicator Type lastDetectTime 1 description extralnfo adtors reference threatievel mitreAttack
IQONUDJUJIPIIL1991@02.PL danabot Brushal.oader Malspam Run (2019-03-07) Informacja o zbliA%ajA. . Return Path: <iqonudjujipiil1991... Payload delivery  Low fe28ababag42b6713d7142117afdf70f5e731c56eff8956ecdb40cdc28c7¢329  android banker|... 9/4 7:59:41 Cerberus mobile banking malware Payload delivery Low
JUSUCOWOISAZOVG@02.PL  danabot BrushaLoader Malspam Run (2019-03-07) Informaca o zbliA%ajA...cy... Sodal network  Low ffa5ac3460998e7b9856fc1 36ebcd112196c3abf24816ccablfbael 1eaed954c - android banker|... 9/4 7:59:41 Cerberus mobile banking malware Payload delivery  Low
7@GMAIL.COM S US-CERT Alert (TA18-149A) HIDDEN COBRA 3€" Joanap Backdoor Tro... Enriched via the stiximport module  Lazarus Group Payload delivery  Low 53a2604926e21424292fde0ddb278697a81aad183f18428af2ae840228998... android malware  9/3 14:31:03 Popular Apps on Google Play fou... no_te.idea.noteoad.pro Payload delivery Low
REDHAT@GMAIL.COM suspicious US-CERT Alert (TA18-149A) HIDDEN COBRA &€ Joanap Backdoor Tro... Enriched via the stiximport module Lazarus Group Payload delivery Low [ 2749248iffc72abc14b0650c041c8ea5 Phishing|keylogger 9/3 7:50:53 Phishing - H Worm & Key Loggin... Initial Payload Payload delivery  Low
BENOIT.FILION.2@ULAVAL.CA suspidous 10/25 20:51:00  OSINT: New Techniques to Uncover and Attribute Cobalt Gang Commo... Spoofed email sender Cobalt Payload delivery  Low ?“2263‘;23275,““’,;’;2323%‘;?;‘533383“2;“ phishing|keylogger g’g 2 :!5::"9 - a"'"‘ :"W L°99:"v-v {":":‘ "’V:ﬁ Z"Y“’ag ﬁ""v Low
BILLB@VERTICALWEBMEDIA.... suspicious 10/25 20:51:00  OSINT: New Techniques to Uncover and Attribute Cobait Gang Commo... Spaofed email sender Cobalt Payload delivery  Low :Q’(SRLM xéb!lB oA e 953 x e e e s n“i{;‘s’gge’; kil Pay P:y’:x it t:v";
FEHIRISTOFHIDANZ@EHHAN; =ralegsi oDIERSoY LB 2055 2518 fosuaraperted Crbat clbuigns Cobalt Poyioad aelvery Sibedn 7 1305384710ca308d156{d287230c orcus ratreveng... 9/2 1 OSINT - RAT Ratatouille - Backdo... ZIP Delivery hashes Payload delivery  Low T1192[T1165/T1483...
DOMINIQUE.DENIS-BERUBE.... suspicious 10/25 20:51:00  OSINT: New Techniques to Uncover and Attribute Cobalt Gang Commo... Spoofed email sender Cobalt Payload delivery  Low 36¢57529; 59¢11b3bF2 dcf2a orcus 921 OSINT - RAT Ratatoullle - Backdo.... ZIP Delivery hashes Payload delivery _(Low T1192{T1165/T1483.
EVA.OLOFSSON@DSKBANK.UK malspam|cobint  3/18 20:59:29 New suspected Cobalt campaigns Cobalt Payload delivery  Medium 70b7bd82465dfc7761 dd42290e372¢b4280fa... suspicious 8/30 Inside the APT28 DLL Backdoor B... Artifacts dropped High
INFO@DSKBANK.UK malspam|cobint  3/18 20:59:33 New suspected Cobalt campaigns Cobalt Payload delivery  Medium B58497.50d65c0f1d0233fc193a43014497fadddb1af8e7f5dbcbeefb3ddede02 more_eggslapt  8/29 133 More_eggs, Anyone? Threat Adto... A70613FF7FSDE9S.txt Payload delivery  Undefined
JAN.LARSSON@DSKBANK.UK malspam|cobint ~ 3/18 20:59:11  New suspected Cobalt campaigns Cobalt Payload delivery  Medium Bl 37831e465728a013acab317b65¢4474b8e6a4570e78c30c8bBODIS6eSA6A... more_eggsiapt  8/20 3 More_eggs, Anyone? Threat Acto... 37831e4657282913acab31... Payload delivery  Undefined
INFOCENTRE.GOV@BK.RU _ suspidous 8/1315:46:25  OSINT - Recent Cloud Atias activity Some emails used by the attackers  Cloud Atlas  Payload delivery  Low 78a87d540¢1758c6b4dcabb7b825ea3a186ef6167430045ece3ce3205¢7e85... more_eqggslapt  8/29 3 More_eqggs, Anyone? Threat Acto... ReverseShell Executable Payload delivery  Undefined
INFOCENTRE.GOV@MAIL.RU  suspidous OSINT - Recent Cloud Atlas activity Some emails used by the attackers  Cloud Atlas  Payload delivery  Low 807162a49739850d8ccd1035eadbec2da39527693¢71b800c9%d2ea2c430f more_eggslapt /29 3 More_eggs, Anyone? Threat Adto... 625222E09B6C0028459.txt Payload delivery Undefined
MIDDLEEASTEYE@ASIA.COM  suspicious OSINT - Recent Cloud Atlas activity Some emails used by the attackers  Cloud Atlas  Payload delivery  Low b3537701e0548238360a9c532560d30f01e38e549fb813206afd699%cde8a... more_eggslapt  8/29 3 More_eggs, Anyone? Threat Acto... 5795C3AC7F57F.bt Payload delivery Undefined
SIMBF2019@MAIL.RU suspidous OSINT - Recent Cloud Atlas activity Some emails used by the attackers  Cloud Atlas Payload delivery  Low d9a245f1/b502606c226¢364aa1090f25916e68f5(f24ef75be87ad6a2ebdccd  more_eggslapt  8/29 :33 More_eqggs, Anyone? Threat Acto... Metasploit Shellcode Loader Payload delivery  Undefined
'WORLD_OVERVIEW@POLITL... suspidous 8/13 15:46:22 OSINT - Recent Cloud Atlas activity Some emails used by the attackers  Cloud Atlas Payload delivery  Low 034fed63fc366ff3f0137caced77a046178926¢63faf1a8cd8dbOd185040821  suspicious 33 OSINT - SectorC08: Multi-Layere... Gamaredon Group Payload delivery  High T1106|T1053]|T1064...
AKBKLXP@126.COM 8/81 APT41: A Dual Espionage and Cyber Crime Operation APT41 Payload delivery  High 10936834938d7547181a148323caa95211¢75a98701745¢cd319€2€5144... suspidious 8/297:36:33  OSINT - SectorC08: Multi-Layere... Gamaredon Group Payload delivery High T1106|T1053|T1064...
8/8 10.08. A - A age and Cybo e Operation i 36 S St i . R = = 5 . - - &
ici in Li i @ e Suspicious Full URL List @ ArcSight ESM
d Time : ep 411 UTC Susplclous Doma’n L’st @ Arcs’ght ESM 684 Last Update: 13 Sep 2019 12:24:57 UTC p g
Last Update: 13 Sep 2019 12:32:57 UTC Goll | Eatarnn Fit
INJURIER Filter No Filter el || Fittar No Fiker
in T P Tim ¢ e T i A 77 Bl indicator Type lastDetectTime  description actors reference threatLevel mitreAttack t
il J Isr::;:i:usm BMIZQ 7:411202 gesslcr’:?uo;ea orCDG: Mulh Layered SEX in Recent Campalgn. aG‘:nO::redon oo r:m!mlvity l:igh ':;';'%m53" 1064171060/ 173 http://my-work.ddns.net suspidious 8/29 7:36:33 OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060|T111...
suspicdous 8129 7:41:20 QSINT - SectorC08: Multi-Layered SFX in Recent Campaign... Gamaredon Group Network activity  High T1106/T1053{T1064|T1060[T1f SO "ttp://spr-d2.ddns.net suspidous OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106/T1053|T1064|{T1060|T111...
ant 718 1'2 '5,31 Okrum: Ke3chang éwup targets diplomatic missions (OSIN.T") Mirage Network activity Medium T1035(T1060|T1140[T1107{T1| sofl http://spread-new.ddns.net suspidous OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060|T111...
= apt 718 12:55:3x Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage N activity Medium T1035[T1060]T1140]T1107|T1, sl http://spread.aimea.com suspidous OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106|T1053|T1064|T1060|T111...
g s 3 % 3 h = 8bfl hitp://sprs-files.ddns.net suspidous OSINT - SectorCO8: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060|T111...
7/18 12:55:31 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140]T1107|T1| hitp://sprs-updates.ddns.net 2 OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity _High T1106/T1053[T1064|T1060/T111...
7/1812:55:30_ Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage etuork; sctivity S0 Meckdot T1035|T1060(T1140|T1107|T1158IW 0" weio-spread.ddns.net suspicious OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity _ High T1106/T1053[T1064[T1060[T111...
7/1812:55:30 _ Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network adtivity _ Medium T1035/T1060|T11401T1107(T1158Il o tor-file.ddns.net suspicious OSINT - SectorCO8: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106/T1053[T1064|T1060|T111...
7/1812:55:31  Okrum: Kedchang group targets diplomatic missions (GSINT) Mirage Network vty Medium T1035|T1060{T1140[T1107ITAL58IM per - norvent-stel.space suspicious OSINT - SectorCOB: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106|T1053/T1064|T1060/T111...
7/18 12:35:30___Okrum: Kechang group targets diplomatic missions (OSINT) Mirage Network adtivity _ Medium T1035/T1060|T1140|T1107|TA158l o0/ toyvent-supd.space suspicious OSINT - SectorCO8: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106{T1053[T1064|T1060|T111...
7/1812:55:31  Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Netwiatk ackivty S Weckdon T1035/T1060[T1140IT1107|T1158/ i,/ orrent-videos. ddns.net suspidous OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106/T1053{T1064[T1060[T111...
7/18 12:55:31  Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity _ Medium T1035/T1060|T1140[T1107[T1158/R |yie5/orrent-vnc.ddns.net suspicious OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060|T111...
7/18 12:55:31 Okrum: Ke3chang group targets d!p‘omal'!c "“55{°"5 (OSINT) Mirage Network aa!v!(y Medium T1035|T1060|T1140]T1107|T1158 hitp://versiya-spread.myftp.org suspicious OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106|T1053|T1064|T1060]T111...
7/18 12:55:30 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network aa-vglv Medium T1035|T1060|T1140|T1107|T1158] http://widusk.ddns.net suspidous OSINT - SectorCO8: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060|T111...
7/18 12:55:30  Okrum: Ke3chang group targets dlplomal!c missions (OSINT) Mirage Network adtivity Medium T1035|T1060|T1140]T1107|T1158| hitp://wincreator.ddns.net suspicious OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network adtivity  High T1106]T1053|T1064|T1060|T111...
7/18 12:55:31 Okrum: Ke3chang group targets diplomatic mlssfons (OSINT) Mirage Network adxvftv Medium T1035|T1060]T1140]|T1107|T1158|| http://winrouts.ddns.net suspidous OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106]T1053|T1064|T1060]T111...
7/18 12 Okrum: Ke3chang group targets diplomatic missfnns (OSINT) Mirage Network aalvg(y Medium T1035|T1060]T1140|T1107|T1158| http://workusb.ddns.net suspicious 8/29 7:36:33 OSINT - SectorC08: Multi-Layered SFX in Recent Campaigns Target Ukrai... Gamaredon Group  Network activity  High T1106|T1053|T1064|T1060]T111...
7/18 12:55:30 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035]T1060|T1140|T1107|T1158]| http://bvsa.in/publicdeliver/rmaretur... trofan 9/6 14:26:09  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity  Low T1100]T1110
7/18 12:55:30 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140|T1107|T1158| http://guidetti.se/wp-snapshots/tmp/... trofan 9/6 14:26:09  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity  Low T1100|T1110
7/18 12:55:31 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060{T1140|T1107|T1158| http://pkusk.com/idkadmin/ckeditor/... trojan 9/6 14:26:09 OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity  Low T1100]T1110
7/18 12:55:31 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140|T1107|T1158| http://sweetheart-exhibition.com/upf... trojan 9/6 14:26:09 OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co. Network activity  Low T1100|T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140|T1107(T1158|8 http://tiny.cc/ekubbz trojan 9/6 14 OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses C Network activity  Low T1100]T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060{T1140]T1107[T1158|M http:/tiny.cc/oyxbbz trojan 9/6 14 OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co.. Network activity  Low T1100|T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity  Medium T1035/T1060|T1140|T1107(T1158|8 https://blog.trendmicro.com/trendla... trojan 9/6 14:32:54  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co. External analysis  Low T1100|T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140]T1107|T1158] https://dck.ru/HfBwo trofan 9/6 14:26:09 OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co.. Network activity  Low T1100]T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity  Medium T1035[T1060|T1140|T1107(T1158|8 https://cick.ru/HfCrK trojan 9/6 14:26:09  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity  Low T1100|T1110
7/18 12 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity  Medium T1035|T1060|T1140]T1107(T1158|M https://dck.ru/HfCYQ trojan 9/6 14:26:09  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity ~ Low T1100|T1110
7/18 12:55:31  Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity  Medium T1035|T1060|T1140|T1107|T1158|M https://cryptonation.thesecuretrack.p... trojan 9/6 14:26:09  OSINT - Spam Campaign Abuses PHP Functions for Persistence, Uses Co... Network activity  Low T1100|T1110
7/1812:55:31  Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity ~ Medium T1035|T1060|T1140|T1107|T1158|8 hitp://134.209.103.152/updatev1 backdoor 9/6 13:43:09  OSINT - PowerShell based file-less malware Network activity ~ Low T1086/T1053|T1005|T1003|T106...
7/18 12:55:30  Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network adtivity  Medium T1035|T1060|T1140{T1107[T1158| https://blogs.quickheal.com/powersh... backdoor 9/6 13:41:18  OSINT - PowerShell based file-less malware External analysis  Low T1086/T1053|T1005|T1003|T106...
7/18 12:55:31 Okrum: Ke3chang group targets diplomatic missions (OSINT) Mirage Network activity Medium T1035|T1060|T1140|T1107|T1158|@ dsmanfacture nrivatedns.orn ant 7/18 12:55:30  Okrum: Ke3chana aroun tarnets dinlomatic missions (OSINT) Miraae Network activity ~ Medium T1035IT1060IT1140IT1107IT115...
uncv.inciohali.com ant 7118 12:55:31  Okrum: Ke3chana aroun taraets dinlomatic missions (OSINT) Mirane Network activity ~ Medium T1035IT1060IT11401T1107/T1158I



How we get
there

Run In: AWS, Azure

Monitor: AWS, Azure,
Google, Oracle

Other key SaaS Apps:
0365, G-Suite, Slack,
Workday, Box

Under Investigation
Micro Focus delivery
of ArcSight as Saa$
product in 2020
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About Interset

In-Q-Tel Portfolio
Company

Headquartered in
Ottawa, Canada

Data science &
analytics focused
on cybersecurity

100 person-years of
security analytics
and anomaly
detection R&D
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Al has emerged from
realm of science fi
and become part
everyday lives.




Interset for Insider Risk

We give you a short list
of high-quality leads.

Many users...

...many servers,
many websites...

B El 2 B8 © < &

12,092 12,789 25 13,046 10 632 39 104 1.37M
Users Machines Controllers IP Addresses Printers Projects Resources Shares Websites
. LK}
Top Risky Entities
22 60
Extreme Risk High Risk
# Current Risk Entity Potential Threat Riskiest Anomaly/Violation
JULY 15TH 2018, 3:29 AM
28 & joshua.newman Initial Access Active 3-4 AM Jul 15, 2018 (5% anoma
LY 14TH 2018, 1:00 AM
28 @ vap3iada.lijit.com Exfiltration Sent 767MB of data to vap3iad3.lijit.co
JULY 15TH 2018, 1:00 AM
98 E' QA-WIN-7-CONN.local Exfiltration Sent 1.16TB of data to 204.212.170.14
. \ D:00 AM
97 2, shiela.mathis Vs b ut W h IC h are t h e hccess inactive shared dri
ones | care about—and | _
(o]~ O heniamin mitchall tatalling 1 75TR

©2019 Micro Focus
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Interset for Insider Risk

Anomalous behavior for each entity
is collected to build a case to
describe its potential risk

The priority of the entity in terms of
potential risk is described on a scale
from 0 to 100

(from normal to anomalous & risky)

Many users...

T ——— ...many servers,
many websites...
= B E 5 B g < @&
12,092 12,789 25 13,046 10 632 39 104 1.37M
Users Machin Controllel IP Addresses Printers Project Resource: Shares Websites
Top Risky Entities
22
Extreme Risk
# Current Risk Entity Potential Threat Riskiest Anomaly/Violation
JULY 15TH 2018, 3:29 AM
28 & joshua.newman Initial Access Active 3-4 AM Jul 15, 2018 (5% anoma
JULY 14TH 2018, 1:00 AM
98 @ vap3iad3.lijit.com Exfiltration Sent 767MB of data to vap3iad3.lijit.co
JULY 15TH 2018, 1:00 AM
98 (] QA-WIN-7-CONN.Iocal Exfiltration Sent 1.16TB of data to
. \ ):00 AM
97 2, shiela.mathis . b ut W h IC h are t h e hccess inactive shared dri
ones | care about—and | _
(o]~ o in mitchell totalling 1 75TR
why?
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This Alert displays multiple Anomalies

Alerts “rollup” Anomalies so that a clear story emerges from the timeline

Tuning View Events Case management E

JUL14,12-1AM

ioshua.newman logged in a significantly higher number of times in an hour compared to others. People

ly login 2.6 times in an hour, and at most 31 times; joshua.newman however, logged in 45 times.

BO th ”h igh eSt” and vement Authentications Succeeded Active Directory joshua.newman EX-215
“average” baselines have
been exceeded 2

7

26

Compared to “self” and
the “population”

31

Number of Logins

When a user logs in an unusually large number of times, this may indicate that the user's account is being used for lateral movement.

"Number of Logins" is the number of times that authentication logs have recorded logins by this user's account to any domain controller
destinations. The observed value reflects the number of a specific event type associated with successful logins in a timeframe for this
user. The anomaly is based on the observed number of login attempts to any domain controller destination in comparison to normal
behavior.
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ArcSight: Enhance and combine use cases with
anomaly finding —

INTERSET =
S8 Enrich event
Behavioral T inspector details
Analytics cases —

smarter
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Improved User
Experience

One overarching
solution dashboard

Immersive persona-
driven design

Outcome centric, vs.
monitoring centric

Provides proactive
focus on high value
work
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InterFocus Interfocus lar  Entity List  Globe  HelloWorld  Matix  Sankey
—
Z 9 & ’
Recon Weaponize Initial Acce Execution Persistence . Privilege Es__ Defense Evas_ Credential A Discovery Lateral Move Collection Exfiltration Command and

11472016, 1Z17:09 AM  MITre ATtacK 1H JATIACK LiTe Cycle/EXploi NUSINSTWOTK Arcsignt waming Arcsignt EXPIOIl ATIEMPT Uetected Dy...  EXPIOIT ATiempt Letected by.




Interset and ArcSight in the Same Centralized SOC Ul
Project name: Interfocus — Top Window

|nterFOCUS Interfocus Angular Entity List Globe Hella Warld

hatrix Sankey

o o Interfocus Ul
: 1 SOC Analyst chooses the widget(s) of choice
Entity Count & Threat Leads There are 22 entities with extremely high risk scores: 2; Drag andydrop to provide théqcugt)on{ soc

g g =) g o o2 @ dashboard that is both visually appealing
76 53 e T = o i 75 and enabling the analysts to perform faster
Machines Controllers  IP Addresses Printers Projects Resources Shares Websites triage’ remediation and response_
e : _ The top 3 widgets are displaying Interset
Analytlcs P|peI|ne Analytics were run September 9, 2019 on data ingested between September 3 and November 2, 2016 Machine Learning results

2312843 N 793,640 N 22 Bottom right widget is the ESM Front of the

_ )= _« ~ SOC dashboard widget.
Events Analyzed Anomalies & Violations Found Active Rislky Entities

Entity Risk Sparkline
USERS MACHINES CONTROLLERS IP ADDRESSES
%8 joshua.newman = QA-WIN-7-CONN.local [ = OTTAWADC.interset.com

97 shiela.mathis _ 9z DEV-MAC-MBP-102.local __ [ = MTM-WSRY01.interset-dev.qa
o5 benjamin.mitchell 9 OTT-WIN-10-CONN.local e MDM-WSRV01.interset-dev.4da s 17.249.76.18 ; i~ 86 eds7008 52 devd,
95 marc.bassy e a0 ARCH-WIN-10-CONN.local FTXDC2.interset.com

. o7 204.212.170.143 : : 65 mki7029bw . 88 devd,
23 jude.clem o e EDS-WIN-7-CONN.local I | LM-WSRV02A intersed-It.ext ) e~ 87 72.1.205.200 e~/ 8 acc5101color 87 devd,
[

PRINTERS PROJEC

7 10.10.11.13 . ~ o0 devd212bw e 80 devd,
e 10.10.10.7 B & mki6107color ~— 58 devd,
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Cyber Actor Insights Map Visualization
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Interset and ArcSight in the Same Centralized SOC Ul
Project name: Interfocus — Top Window

|nterFOCUS Interfocus Angular Entity List Globe Hella Warld hlatrix Sankey

=

Interfocus Ul
Cyber Actor Insights \ 5 1)

Top left window is the Cyber Actor Insights widget.
2) Matrix Visualization widget provides a timeline
(e.g. Last 30 days) rolling window of entity-based
) risk scores.

| 3) Bottom window is ESM Active Channel, providing
eb&it&ﬁ@;he

% the events of interest, as chosen from the widgets
0/5, b
28 above.
*’”@% All events are tagged with MITRE technique ID,
name and tactic name.

Janenues

ybu

Matrix Visualization

Exploit Attempt Detected b... Mitre Attack IAttack Life Cycle/Exploit NDSHetwork AreSight Warning ArcSight Exploit Attempt Detected b... 1.2.230.58

Exploit Attempt Detected b... Mitre Attack fAttack Life Cycle/Exploit ADSHetwork ArcSight Warning ArcSight Exploit Attempt Detected b... 1.2.209.93

Exploit Attempt Detected b... Mitre Attack IAttack Life CycleExploit ADSHetwork ArcSight Warning ArcSight Exploit Attempt Detected b... 1.4.179.6

Exploit Attempt Detected b... Mitre Attack IAttack Life Cycle/Exploit NDSHetwork AreSight Warning ArcSight Exploit Attempt Detected b... 1.2.232.168

Successful Brute Force Lo... Mitre Attack IAttack Life Cycle/ActivitiesExpand Access Security Information Ma... ArcSight Warning ArcSight Successful Brute Force Lo... 10.0.111.5

DoS Activity Detected by IDS Mitre Attack fAttack Life CycleExploit ADSHetwork ArcSight Warning ArcSight DoS Activity Detected by IDS 204.102.253.2

Exploit Attempt Detected b...

Exploit Attempt Detected b...

Mitre Attack

Mitre Attack

IAttack Life Cycle/Exploit

fAttack Life Cycle/Exploit

. ’

ADSHetwork

ADSHetwork

sl

ArcSight

ArcSight

Warning

Warning

ArcSight

ArcSight

Exploit Attempt Detected b...

Exploit Attempt Detected b...

1.2.52.154

1.2.186.223
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